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CYBERLOCK MODE
ALWAYS ON

e SMART (Default)
AUTOPILOT
TRAINING
DISABLE / INSTALL

SECURITY POSTURE

e AGGRESSIVE (Default)
MODERATE
RELAXED
SILENT

CyberLock Settings
CyberLock Rules

Management Console
Snapshot Scan

Move Desktop Shield
Hide Desktop Shield
Offline Mode
Disable USB Drives

Exit CyberLock
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Click this balloon if you intended to allow:
&, EVERYTHING.EXE
+
10:39 PM e
9/15/2023 3

A O Q)




= CyberLock Alert Blocking in 11 X

£ everything.exe VoodooAi: Safe 9/100
WhitelistCloud: Safe

SAFE Get Second Opinion
B Details

This file can be Allowed. WhitelistCloud and VoodooAi both believe this file to be Safe.

Create Rule (Optional) .

O BLock / ALLOW




= CyberLock Alert

1 malware.exe

UNSAFE
B

Blocking in 11 X

VoodooAi: Unsafe
WhitelistCloud: Not Safe
Get Second Opinion

96 /100

Details

This file should be Blocked. WhitelistCloud determined this file to be Not Safe, and VoodooAi

believes this file to be Unsafe.

M Report False Positive

O BLock

= CyberLock Alert

Il suspicious file.exe

SUSPICIOUS
B

)Q\ QUARANTINE

Create Rule (Optional) .

ALLOW FALSE POSITIVE

Blocking in 11 X

VoodooAi: Suspicious 88 /100
WhitelistCloud: Not Safe
Get Second Opinion

Details

This file should be Blocked. WhitelistCloud determined this file to be Not Safe, and VoodooAi

believes this file to be Suspicious.

I Report False Positive

O BLock

JQ\ QUARANTINE

Create Rule (Optional) -

ALLOW FALSE POSITIVE




;] CyberLock™ . .
|\~ |m¥ucmrz:ao-musr Basic Settlngs Tt Bkt

Basic CyberLock Mode | Smart (Default) =

Advanced Security Posture  Aggressive (Default) -

Select Language | English
Web Apps o= [=]

Notify me when a new version of CyberLock is released

Ul Tweaks

Enable balloon notifications and user prompts
Custom Folders A

- Deny by Default - Uncheck to show prompt instead of balloon
Utility
Automatically allow items that match a digital signature in the whitelist snapshot

Whitelist (149)
Activate CyberLock when USB drive is inserted in Smart and Always ON mode
User Log
Automatically reactivate when returning to a web app
Command Lines
Automatically reactivate after 300 a seconds
Quarantine
Automatically deactivate after 10 a minutes of system Idle

Rules

Notify me after| 5 a minutes if CyberLock is off

Register
= ste . Automatically clean temporary folders

WhitelistCloud Maximum file upload size 500 a MB

Web Management

CyberLock 7.50 Reset Whitelist Update Check
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lvs] CyberLock™
7

\\_/ INTELLIGENT ZERo-TRUST
Basic

Advanced

Web Apps

Advanced Settings

Threats Blocked: 1

Machine Learning / VoodooAi and Anti-Exploit Settings

‘ Automatically scan child processes of allowed parent processes with VoodooAi and WhitelistCloud before allowing
. Automatically allow by parent process (disable if you are using a web or vulnerable app that is not listed below).

Ul Tweaks ‘ Enable CyberLock anti-exploit protection for all Web Apps, Vulnerable Apps and Windows files

Custom Folders Search...

Outbound
FW Rule

Uti“ty Protected Vulnerable Application (Anti-Exploit) & Rsoszfi File Path

Whitelist (149)
User Log
Command Lines
Quarantine

Rules

Register
WhitelistCloud
Web Management

CyberLock 7.50

(I I I I <

NET Runtime Optimization Service
NET Runtime Optimization Service
App Uri Handlers Registration Verifier
atieah32

Background Task Host

COM Sumogate

COM Surrogate

7= Console Window Host

Il Data Sharing Service Maintenance Driver

3 Disk Space Cleanup Manager for Windows

Show all Whitelisted Apps

“\windows\microsoft.net\framework\v4.0.30319\mscorsv...
“\windows\microsoft.net \framework 64\v4.0.30319\mscor...
\windows\system32\apphostregistrationverifier.exe
\windows\syswow64\atieah32 exe
\windows\system32\backgroundtaskhost exe
A\windows\syswow64\dllhost .exe
A\windows\system32\dllhost .exe
A\windows\system32\conhost.exe
\windows\system32\dstokenclean exe

\windows\system32\cleanmgr.exe

Add Vulnerable App
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_] ™
Y, IST!LEE?I’rZELRgSUSkT We b A p p ) Threats Blocked: 3

Basic CyberLock toggles with your web apps to lock your computer while it is at risk.

Advanced Please select the web apps that will toggle CyberLock ON and OFF in Smart Mode.
Running web apps are highlighted, which indicates what web apps are keeping CyberLock ON in Smart mode.
Web Apps

Ul Tweaks

Search...
Protected Web Application = IFT/t\)loszlde Op%b%t?g File Path
Custom Folders
) Firefox | | c:\program files\mozilla firefox \firefox exe

Ut'hty G Google Chrome O O c:\program files (x86)\google\chrome\application\chrome exe

Whitelist (163) ™ Microsoft Edge | | c:\program files (x86)\microsoft\edge \application\msedge exe

User Lo g R Microsoft Outlook O O c:\program files (x86)\microsoft office \root \office 16\outlook .exe

Command Lines

Quarantine
Rules

Register
WhitelistCloud

Web Management

CyberLock 7.50 Show all Apps that connect to the internet Add Web App
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= ™
& Sﬁyugf.';hgﬂs(f Attack Chains Atiack Cheleec 13

Basic |

Advanced R Attack Chain
Web Apps 11/6/2023 c\windows\explorer.exe c:\program files\microsoft visual studio\2022\community\common7\ide\devenv.exe T R e R G R S T S
Attack Chains

Ul Tweaks

11/6/2023 c\windows\explorer.exe c\program files\morilla firefox\firefox.exe c\program files\morzilla firefox\pingsender.exe c:\windows\system32\conhost.exe
c\windows\explorer.exe c\program files\morilla firefox\firefox.exe c\users\usen\appdata\local\programs\ant.com\ant video downloadenavd-host.exe

11/7/2023 c\windows\explorer.exe c\program files\sqlitestudio\sqlitestudio.exe c\program files\sqlitestudio\updatesqlitestudio.exe

Custom Folders 2 ey & 4 e . 5 L

Utility 11/6/20: c\windows\explorer.exe c\program files\whitelistcloudmonitor\whitelistcloudmonitor.exe c\program files (x86)\microsoft\edge\application\msedge.exe c\program files (x86)\microsoft\edg|

et indows\explorer.exe c\program files\winmerge\winmergeu.exe

Whitelist (198) i i) g e

Wil c\windows\explorer.exe c\users\dan\desktop\supremo.exe c\users\user\appdata\local\temp\supremoremotedesktop\supremosystem.exe

1 c\windows\explorer.exe c\windows\system32\mstsc.exe
Command Lines

= 11/6/2023 7: “\windows\explorer.exe c\windows\system32\notepad.
Quarantine

il 11/6/20: c\windows\explorer.exe c\windows\system32\securityhealthsystray.exe

S c\windows\explorer.exe c\windows\system32\taskmgr.exe
WhitelistCloud < \expl \ \system32\taskmg

c\windows\explorer.exe c\windows\syswowé4\runonce.exe c\program files (x86)\idrivewindows\id_bglaunch.exe
Web Management P Y prog! g

e c\windows\microsoftnet\framework\v4.0.30319\ngentask.exe c\windows\microsoftnet\framework\v4.0.30319\ngen.exe c\windows\microsoftnet\framework\v4.0.30319\mscorsvw.exe
egister

e indows\system32\compattelrunner.exe c\windows\system32\windowspowershell\v1.0\powershell.exe c:\windows\system32\conhost.exe
windows\system32\driverstore\filerepository\u0389592.inf amd64_402e259562886e49\b3:
indows\system32\lsass.exe c\windows\system32\efsui.exe
dows\system32\searchindexer.exe c\windows\system32\searchfilterhost.exe
c\windows\system32\searchindexer.exe > c\windows\system32\searchprotocolhost.exe
indows\system32\searchindexer.exe >> c\windows\syswowsd\searchprotocolhostexe

dows\system32\sihost.exe c:\program files (x86)\microsoft\edge\application\msedge.exe

c\windows\system32\sihost.exe c\program files\windowsapps\microsoftwindows.photos_2023.11100.11002.0_x64_8wekyb3d8bbwe\photosservice\photosservice.exe

Clear Attack Chains Update Check
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;] CyberLock™
\/ |m¥uc£~rzzno-musr User Interface Tweaks Threats Blocked: 1

Basic Dark Mode

Advanced Automatically position the desktop shield gadget

Web Apps Keep the desktop shield gadget always on top of other windows

Ul Tweaks

Hide the desktop shield gadget when another program is full screen

Custom Folders Display simple user and mini prompts

Utility Enable Sandbox Button in User Prompts
iteli 20
Whitelist (149) Enable countdown timer for prompts and display the prompts for a seconds

Flash CyberLock 7 times when blocking an item
User Log o a 2

- Display simple right click menu
Command Lines

L]
[ ]
L]
a»
a»
a»
L]
L]
L]
a»

. Require captcha on exit if a CyberLock password is not set
Quarantine

CyberLock transparency
Rules
Register
WhitelistCloud
Web Management

CyberLock 7.50 Reset Whitelist Update Check
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;) CyberLock™
Y, |m¥uc£m ZERO-TRUST Cu m Fo I d ers Threats Blocked: 0

Basic [®) When CyberLock is ON or AUTOPILOT @) When CyberLock is OFF

Checked folders will be blocked if not already whitelisted Checked folders will be blocked if not already whitelisted

= MC\ = HC\
Web Apps Data [l Data
Ul Tweaks & ¥ ProgramData = M ProgramData
i CyberLock M CyberLock
Custom Folders Microsoft OneDrive M Microsoft OneDrive
Package Cache M Package Cache
Utility Packages M Packages
L regid.1991-06.com.microsoft M regid.1991-06.com.microsoft
Whitelist (69) SoftwareDistribution M SoftwareDistribution
ssh M ssh
USOPrivate W USOPrivate
USOShared Il USOShared
WindowsHolographicDevices M WindowsHolographicDevices
Quarantine Users Users
WindowsApps W WindowsApps

Advanced

User Log

Command Lines

Rules
Register
WhitelistCloud

Web Management

CyberLock 7.50 Disable Custom Folders Reset Custom Folders
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) . . :
\=/ EXEST’HL..&SU';‘T Utility Settings Threats Blocked: 1

Basic
Backup Whitelist to Desktop Backup Settings to Desktop Clear Threats Blocked Count

Advanced
Restore Whitelist from File Restore Settings from File

Web Apps
Upload Whitelist to Cloud Upload Settings to Cloud
Ul Tweaks

Custom Folders Set CyberLock password

Ut“'ty Password: |
Whitelist (163) Password:

User Log Create Hint:

Command Lines T —
Quarantine

Rules

Register

WhitelistCloud

Web Management

CyberLock 7.50 Use individual settings for each user Update Check
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) CyberLock™

o~ INTELLIGENT ZERO-TRUST

Basic

Advanced

Web Apps

Ul Tweaks
Custom Folders
Utility
Whitelist (163)
User Log
Command Lines
Quarantine
Rules

Register
WhitelistCloud

Web Management

CyberLock 7.50

Search...

Time Stamp

9/15/2023 8:41 PM
9/15/2023 9:02 PM
9/15/2023 9:17 PM
9/15/2023 6:26 PM
9/15/2023 6:46 PM
9/15/2023 6:26 PM
9/15/2023 6:26 PM
9/15/2023 6:26 PM
9/15/2023 6:26 PM
9/15/2023 9:20 PM
9/15/2023 6:26 PM
9/15/2023 6:26 PM
9/15/2023 8:42 PM
9/15/2023 9:55 PM
9/15/2023 6:27 PM

Action

Auto Allowed
Auto Allowed
Auto Allowed
Snapshot
Auto Allowed
Snapshot
Snapshot
Snapshot
Snapshot
Auto Allowed
Snapshot
Snapshot
Auto Allowed
User Allowed

Auto Allowed

Whitelist Editor

Process
ai.exe

ai.exe

appverifier exe
appvshnotify exe

amsvc.exe

avd-host.exe

Reset Whitelist

Red = System File
Threats Blocked: 1

4 Process Path

c:\program files (x86)\microsoft office \root '\

c:\program files (x86)\microsoft office \root \vfs\programfilescommony

c:\program files\appverifier\appverifier exe
c:\program files\common files\microsoft shared\clicktorun\appvshnd

c:\program files (x86)\common files\adobe\am\1.0\amsvc exe

c:\users\dan\appdata\local\programs\ant.com\ant video download

Update Check

(C % (




lvs] CyberLock™

\ o~ INTELLIGENT ZERO-TRUST

Basic

Advanced

Web Apps

Ul Tweaks
Custom Folders
Utility

Whitelist (163)
User Log
Command Lines
Quarantine
Rules

Register
WhitelistCloud
Web Management

CyberLock 7.50

Search...

Time Stamp
9/15/2023 10:43 PM
9/15/2023 10:36 PM
9/15/2023 10:27 PM
9/15/2023 10:26 PM
9/15/2023 10:26 PM
9/15/2023 10:26 PM
9/15/2023 10:26 PM
9/15/2023 10:26 PM
9/15/2023 10:04 PM
9/15/2023 9:55 PM
9/15/2023 9:55 PM
9/15/2023 9:55 PM
9/15/2023 9:48 PM
9/15/2023 9:48 PM
9/15/2023 9:48 PM

¥ Action
User Blocked
Auto Allowed
Auto Allowed
Auto Allowed
Auto Allowed
Auto Allowed
Auto Allowed
Auto Allowed
Auto Allowed
Auto Allowed
Auto Allowed
User Allowed
Auto Allowed
Auto Allowed
Auto Allowed

User Log

Process
malware exe
microsoft photos exe
vboxtestogl.exe
vitualboxvm exe
vitualboxvm exe
vboxsds.exe
vboxsvc.exe
vitualbox.exe
braveupdate exe
ffprobe exe
conhost.exe
avd-host.exe
msedge .exe
msedge .exe

msedge exe

Clear User Log

Red = Blocked / Quarantined -ox

Threats Blocked: 2

Process Path

c:\users\dan\desktop \malware exe

c:\program files\windowsapps\microsoft windows photos_2023.100

c:\program files\oracle \virtualbox\vboxtestogl exe

c:\program files\oracle \virtualbox \vitualboxvm exe

c:\program files\oracle \virtualbox \vitualboxvm exe

c:\program files\oracle \virtualbox \vboxsds exe

c:\program files\oracle \virtualbox\vboxsvc exe

c:\program files\oracle \virtualbox \vitualbox exe

c:\program files (x86)\bravesoftware \update\braveupdate exe

c:\users\dan\appdata\ocal\programs\ant.com\ant video download

c:\windows\system32\conhost.exe

c:\users\dan\appdata\local\programs\ant.com\ant video download
\program files (x86)\microsoft\edge\application\msedge exe
\program files (x86)\microsoft\edge\application\msedge exe

\program files (x86)\microsoft\edge\application\msedge .exe

Update Check




Custom Folders
Utility

Whitelist (163)
User Log
Command Lines
Quarantine
Rules

Register

WhitelistCloud

Web Management

CyberLock 7.50 Clear Command Lines Update Check
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